NudpopmanuoHHasi naMATKA I 00y4aAIOIIUXCS JJI51 Pa3MelleHns Ha
opunuansubix UHTEpHET-pEcypcax

C KaxapIM TOJOM MOJIOJIC)KM B MUHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIKOIbHUKHU
OJIHMU W3 CaMbIX aKTHUBHBIX IOJb30Baresie PyHera. Mexay TeM, NOMHUMO
OTPOMHOTO KOJIMYECTBA BO3MOKHOCTEH, HHTEPHET HECET U MPOOJIEMBbL. JTa MaMsATKa
JIOJDKHA TOMOYB TeOe 0€3011acCHO HaXOIUTLCS B CETH.

KomMrmbroTepHbie BUPYChI

KoMmbloTepHblii  BUPYC - 3TO Pa3HOBUJIHOCTH KOMIBIOTEPHBIX MPOTPaAMM,
OTJIMYUTEIHLHOU 0COOCHHOCThIO KOTOPOM SIBJISIETCSI CIIOCOOHOCTh K Pa3MHOKEHHUIO.
B nomnonHeHue K 3TOMY, BUPYChl MOTYT MOBPEAUTH WM MOJHOCTbIO YHUUTOXHUTh
BCe (pailyibl U JaHHBIE, MTOJJKOHTPOJIBHBIE TTOJIH30BATENI0, OT UMEHH KOTOPOTO ObLiIa
3amynieHa 3apaxEHHasi mporpamma, a Takke MOBPEIUTh WM JaKe YHUYTOXKHUTH
ONEpPallMOHHYI0 CHCTEMY CO BceMHU (aiiamu B LEeJIoM. B OOJIBIIMHCTBE CilydaeB
pacupoCTPaHsIOTCS BUPYChl UEPE3 UHTEPHET.

MCTOI[BI 3aIIUThI OT BpSCAOHOCHBIX ITPOIrpaMM:

1. Ucnonw3yil COBpEMEHHBbIE ONEPALMOHHBIE CUCTEMBI, MUMEIOIIUE CEPhE3HBIN
YPOBEHB 3aIIUTHI OT BPEIOHOCHBIX IIPOTPAMM;

2. lloctosHHO ycTaHaBinuBai@ mnadyTu (UUQPPOBBIE  3aIUIATKH, KOTOPHIE
aBTOMATUYECKU YCTaHABJIMBAIOTCS C II€JIbIO JOPAOTKH MPOrpaMMbl) U JIpyrHe
OOHOBJICHUS CBOEH OnepaIimoHHON cucTeMbl. CKauynuBai UX TOJIBKO C O(UITHATBLHOTO
caifra pa3paborunka OC. Ecnu cymecTByeT pekuM aBTOMaTHUYE€CKOr0 OOHOBIICHUS,
BKJIIOYH €r0;

3. PabGoraii Ha cBoeM KOMIIBIOTEpE TMOJ] TMpaBaMH TOJB30BATENsA, a He
aIMUHUCTpAaTOpa. OTO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX IPOrpamMM
VMHCTAJUIMPOBATHCS HA TBOEM IIEPCOHATIBHOM KOMITBIOTEPE;

4. Hcnonb3yil  aHTUBHPYCHBIE  INPOTPAMMHBIE  TNPOAYKTHI  HU3BECTHBIX
MPOU3BOJIUTEIICH, C aBTOMATUYECKUM OOHOBJICHHEM 0a3;

5. Orpannub pU3NYECKUN JOCTYI K KOMIIBIOTEPY ISl IOCTOPOHHUX JIULL;

6. Ucnons3yil BHELUIHUE HOCHUTENM MH(OpMaLUHU, Takue Kak (ienika, JUCK WU
(aiin U3 uHTEpHETa, TOJIBKO U3 TPOBEPEHHBIX HCTOYHUKOB;

7. He oTKpbiBaii KOMIIbIOTEpHbIE (ailiibl, TOJYYEHHbIE W3 HEHAAEKHbIX
UCTOYHUKOB. Jlake Te (pailyipl, KOTOpHIE MpUCTIaT TBOM 3HAKOMBIH. Jlydiie yrounu
y HETo, OTIPABJISUI JIU OH TeOe uX.

Cetn WI-FI

Wi-Fi - 310 He BHJ Niepeiayn TaHHbBIX, HE TEXHOJIOTHs, & BCErO JIUIIL OPSHT, MapKa.
Eme B 1991 rony Hunepmanackas komnanus 3apeructpupoBaia openn « WECAY,
4yT0 0003Hauasno cioBocoyeTanue « Wireless Fidelity», KoTopblil mepeBouTCs Kak
«OecrpoBoIHast TOYHOCTH.



Jlo Hamero BpeMeHH Aomuia Apyras a00peBuaTypa, KOTOpas SBISETCS TaKOW Ke
TexHoJoruen. Ito abobpeBuarypa « Wi-Fi». Takoe HazBaHue ObLIO JaHO C HAMEKOM
Ha CTaHJapT BBICIINI 3ByKOBOM TexHUKH Hi-Fi, 4T0 B IepeBoie 03HauaeT «BhICOKAs
TOYHOCTBY.

Jla, OecruiaTHBIM HMHTEPHET-TOCTYI B Kade, OTEIAX W adporopTax SBISCTCS
OTJIMYHOM BO3MOKHOCTBIO BBIX0/1a B MHTepHET. HO MHOTHE SKCTIEPTHI CUUTAIOT, YTO
obmenoctynusie Wi-Fi cetu He SIBISIOTCS O€3011aCHBIMH.

CoBeTslI 110 0€30mMacHOCTH paboTe B 00men0CTymHbBIX ceTsx Wi-fi:

1. He nmepenaBaii cBoro uaHyto wHbopMariuio yepe3 oomenoctymnuabie Wi-Fi certn.
Paborass B HHX, jXeJaTeJbHO HE BBOJUTH IApOJIM JOCTyIa, JIOTUHBI M KaKHE-TO
HOMEPA;

2. Ucnonp3yi n 0OHOBIISI aHTUBUPYCHBIE MPOrpaMMbl M Opanamayep. Tem cambim
Thl 00€30MacuiIb ce0sl OT 3aKaYKU BUpPYyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonwszoBanuu Wi-Fi otkmroun dynkumio «O6muii noctyn k Qaitiam u
npuHTepam». JlaHHas (QYHKIMA 3aKpbiTa MO YMOJIYAHHUIO, OJHAKO HEKOTOpbIE
MOJI30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBA MCIIOJIb30BaHUs B paboTe mwin yueoe;

4. He ucnionw3yit myOnuunbii WI-FI i1t nepegaun TMYHBIX TaHHBIX, HATPUMED IS
BBIX0/Ia B COLIMAJIbHBIEC CETU WJIM B JJIEKTPOHHYIO IIOYTY;

5. Ucnonw3yi Tonpko 3amuinerHoe coeauHenue uepe3 HTTPS, ane HTTP, T.e. ipu
Habope BeO-aapeca BBOAU UMEHHO «https://»;

6. B moOunpHOM Tenedone otkimoun ¢dyaknuo «llogknrouenne k  Wi-Fi
aBTomMaTnueckn». He pomyckail aBTOMAaTHYE€CKOrO MOAKIIOYEHHUS YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cornacusi.

ConmaiapHEIE CETH

CounalibHble CETH AKTUBHO BXOJSAT B HaIlly KU3Hb, MHOTHE JIIOJIU paOOTalOT U
JKUBYT TaM TIOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH MHLIAAP]] YEIOBEK,
YTO SIBISCTCS OJHOM CeIbMOM BCEX JKMTEJICH IIaHeThl. MHOTHE IT0JIb30BaTENId HE
MOHUMAIOT, YTO WH(OpMaIMs, pa3MeliecHHAas UMH B COITMAIBHBIX CETAX, MOXKET
ObITh HalJeHAa W WMCIOJIb30BaHA K€M YTOJHO, B TOM YHCJIE€ HE 0053aTeIbHO C
OJlaruMu HaMEPEHUSIMU.

OCHOBHBIE COBETHI IO OE30MACHOCTHA B COLIMAIBHBIX CETAX:

1. Orpannub cnucok apy3ei. Y 1e0s B Apy3biX HE JOJDKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIIOJICH;

2. 3amuiai CBOO 4acTHYIO *U3Hb. He yka3biBaii maposu, TenedoHsl, aapeca, 1aTy
TBOETO POXKACHUS U JPYTYIO JMYHYIO MH(POPMALUIO. 3JIOYMBIIIJIEHHUKH MOTYT
UCIIOJIb30BaTh Jlaxe MH(POpPMAILMIO O TOM, KaK Thl U TBOM POIAUTENH IUIAHUPYETE
IIPOBECTU KAHUKYJIbI;

3. 3amumiait cBOI penyTaluio - JEp>KU €€ B YUCTOTE U 3a7aBaii cebe BOIpoc: X0Tel
Obl ThI, YTOOBI ApPyrve MOJIb30BATENM BUIEIH, YTO Thl 3arpyxkaems? Ilogymaii,
MIPEXJIe YEM YTO-TO OMyOJIMKOBATh, HAMMCAThH U 3arPy3UTh;



4. Eciiy Tbl TOBOPHUIUB C JIFOJIBMH, KOTOPBIX HE 3HAECIIb, HE UCIIOJIb3YH CBOE PEAIbHOE
UMA U JIPYTYIO JINYHYI0 UH(GOPMAIMK: UMsI, MECTO >KUTEIbCTBA, MECTO y4eObl U
pouee;

5. Uzberaii pasmemenust ¢ororpaduii B MHTEepHeTe, Tlie Thl H300pakeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO ONPEICITUTh TBOE MECTOTIOJIOKEHHE;

6. HpH perucTpanru B COHH&J’IBHOﬁ CCTHU HGO6XOI[I/IMO HCIIOJBb30BaATh CJIOKHBIC
IMapoJjik, COCTOAIINC U3 6y1(B 151 HH(i)p H C KOJINYCCTBOM 3HAKOB HC MCHCC 8;

7. Ang conuanbHON CETH, MOYTHI M APYTUX CANTOB HEOOXOIMMO HCHOJIH30BaTh
paszHble maposu. Torna eciu Te0s B37I0OMAIOT, TO 3JI0YMBIIUIEHHUKH II0JIy4YaT JOCTYII
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3sy.

DIIEKTPOHHBIE JICHBI'U

ONEeKTpOHHbIE JEHBIM — 3TO OYEHb YJIOOHBIM CHOCOO IUIATeXEH, OIHAKO
CYIIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTAT MOTYYUTh 3TU JCHBTH.

BJ'IGKTpOHHBIG ACHBI'M IIOABHUJINCH COBCEM HCIABHO M HMCHHO H3-3a 3TOI'O BO
MHOTI'HX T'OCYyIapCTBax J0 CHUX IIOP HC IIPOIIMCAHO IIPO HUX B 3aKOHAX.

B Poccum xe oHu (QYHKIIMOHHUPYIOT M O HUX YK€ MPOIKCAHO B 3aKOHE, IJIe UX
pa3AeIsIIOT Ha HECKOJIPKO BUJIOB - aHOHMMHBIC U HE aHOHHUMHBIE. PazHuIia B TOM,
YTO AHOHHMMHBIE - 3TO T€, B KOTOPBIX pa3pemracTcss MPOBOAUTHL Omeparuu 0e3
UIeHTU(PUKAIIMY TT0JIh30BaTeNs, & B HEAHOHUMHBIX MJICHTU(MUKAIIUN TTOJIb30BaTEeNs
SIBIISIETCS 00s3aTEIIHLHOM.

Takxke cieayer pa3nuyarb  AJEKTPOHHbIE  (uaTHble  JE€HBIU  (PaBHbI
rOCYAapCTBEHHBIM BaJIIOTaM) M JJIEKTPOHHbIE He(UaTHbIE ACHBIM (HE PaBHBI
rOCyAapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO 0€30MaCHOM padOTe C NEKTPOHHBIMU JIEHbraMU:

1. ITpuBsiku K cuery MOOWIBHBIA TenePoH. ITO camblii YIOOHBIA M OBICTPBII
Croco0 BOCCTAaHOBUThH AOCTYN K cuery. llpuBsizanHblil TenedOoH MOMONKET, €CIH
3a0y/ienib CBOM TMJIATEKHBIA Tapojib WM 3aijielllb Ha CalT C HE3HAKOMOTO
YCTPOMCTBA;

2. Ucnonw3yii onHOpa3oBeie aposin. [locie nepexo/ia Ha yCUIEHHYIO aBTOPU3ALIUIO
Tebe yke He OyJeT yrpokaTth OIMACHOCTh KPaXXH WJIM TepexBaTa IUIATEKHOTO
apoJIs;

3. BriGepu cnoxHblil napois. [lpectynHukam OyJeT HE TPOCTO yraiaTh CIOKHBIH
napoJib. HagexxHsle maposim — 3TO NapoJik, KOTOPBIE COIEPkKAT HE MEHEE 8 3HAKOB
U BKJIIOYAIOT B ce€0d CTPOYHbIE W MPOMHUCHBbIE OYKBBI, HUMPHI U HECKOIBKO
CUMBOJIOB, TaKM€ KaK 3HaK JoJiiapa, (QyHTa, BOCKIMIATENbHBIA 3HAK W T.II.
Hanpumep, StROng!;;

4. He BBOJIM CBOM JIMYHBIE JJAHHBIC HA CalTaX, KOTOPHIM HE JOBEPSIEIIb.

BHCKTpOHHaH I1o4ura



DNEeKTpOHHAsi MOYTa — ATO TEXHOJOTHS W MPEJOCTaBIAEMbIE €0 YCIyTH IO
MEPECHUIKE U MOJTYUYEHUIO AJIEKTPOHHBIX COOOIIECHUH, KOTOPhIE paclpeieaioTcs B
KOMITbIOTEPHOU ceTH. OOBIYHO SJIEKTPOHHBIA TMOYTOBBIM SIIUK  BBITJISAIUAT
CJIeIyIOUUM 00pa3oM: UMsI_TOJIb30BaTENsA(@UMs_J1oMeHa. Takxke Kpome nepeaadu
MPOCTOT0 TEKCTA, UMEETCS BO3MOXKHOCTh TIEpe/iaBaTh (ailibl.

OcCHOBHBIE COBETHI IO 0€30MAaCHOM padOTe € AIECKTPOHHOU MOYTOM:

1. Hamo BeIOpaTh mpaBUJIbHBIA MOYTOBBIA CEepBUC. B MHTEpHETE €CTh OrpOMHBII
BbIOOp OECIIaTHBIX IMOYTOBBIX CEPBUCOB, OJHAKO JIydIlEe JOBEPATH TEM, KOTO
3HACIIb U KTO IIEPBBIM B PEUTHHIE;

2. He ykas3piBail B nUYHON moure nuuHyl0 uH(popmammioo. Hampumep, myure
BBIOpATh «MY3bIKaJIbHBIN _(panaT@» uim «pok2013» BmecTo «temal3y;

3. Mcnonb3yll ABYX3TAlHYK) ABTOPU3ALUI0. JTO KOTrJAa IMOMUMO MapoJisi HYXHO
BBOJIUTH KOJI, MPUChUTaeMbIi 10 SMS;

4. Boibepu CIIOKHBINA Maposib. J{Jis KaI0T0 MOYTOBOTO SIITUKA JIOJKEH ObITh CBOM
HAJIC)KHBIN, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Eciin ecTh BO3MOXKHOCTB HAIMCAaTh CAMOMY CBOM JIMYHBIA BOIPOC, UCITOJIb3YH ATY
BO3MOKHOCTB;

6. Mcronp3yil HECKOIBKO MOYTOBBIX SIIIUKOB. IIepBBIil 1151 4aCTHOM MEPENUCKU C
agpecatamMy, KOTOPBbIM Thl JIOBEpsiClllb. JTO DJJCKTPOHHBIA aJpec HE HaJao
WCIIOJIB30BaTh TIPU PETUCTPpAINK Ha (hOpyMax | caiTax;

7. He oTkpbiBail haiiibl ¥ IpyTrHUe BIOKEHUS B TUChMAaX JIaXKe €CIIM OHU MIPUIIUIA OT
TBOUX Jpy3el. JIyulie yTOuHH y HUX, OTHPABIISUIN JIM OHU T€O€ 3T (paiJibl;

8. Ilocnie okoHUYaHMsI pabOTHI HA MOYTOBOM CEPBUCE NEPEN 3aKPBHITUEM BKIIAJIKH C
caiiToM He 3a0yJp HaXXaTh Ha « BeIATIY.

KubepOyuiiHT Wiiu BUPTYalbHOE U31€BATEIbCTBO

KubepOymmHr — mpeciaeqoBaHue COOOIICHUSIMU, COJIEPKAITUMU OCKOPOJIEHUS,
arpeccuro, 3aryruBaHue; XyJIUraHCTBO; COIIMAIbHOE OOMKOTUPOBAHKE C TTIOMOIIBIO
pPa3TUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 00pHOE ¢ KHOSPOYIUTMHTOM:

1. He Opocaiics B 00ii. Jlyumuit cmoco6: mocoBeTOBaThCA Kak ceOst BECTH U, €CITU
HET TOTO, K KOMY MOYKHO OOPaTHUTHLCS, TO BHAYAIC YCITOKOUTHCS. ECIIM ThI HAYHEIIIb
OTBEYaTh OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJBKO €Ile OOJIbIIIE Pa30kKKEIIh
KOH(DITUKT;

2. Yupasnsii cBoe kudeppenyTanue;

3. AHOHUMHOCTb B ceTU MHHMas. CyleCcTBYIOT CIIOCOOBI BBIICHUTb, KTO CTOUT 3a
AHOHUMHBIM AKKAYHTOM;

4. He cTouT BecTH XyJIUTraHCKUI 00pa3 BUPTyadbHOU xKu3HU. IHTEpHET pUKCUpyeT
BCE TBOM JICHCTBUS U COXpaHSET UX. Y JaIUTh UX OYJEeT KpaliHe 3aTpyIHUTEIBHO;



5. Cobmrofait cBOW BUPTYaIbHYIO YECTh CMOJIOAY;

6. Urnopupyit equnnyHbiid HeratuB. OHOPa30BbIe OCKOPOUTEIBHBIE COOOIIECHUS
Jqyuiie UrHopupoBath. OOBIUHO arpeccus MpeKpamiaeTcs Ha Ha4yajabHOM CTaluu;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMU COOOIICHHUSIMH, B
COLIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTH OJOKHMPOBKH OTHPABKUA COOOIICHUHN C
OTIpEJICIICHHBIX a/IPECOB;

8. Ecnmu T1hl cBuperenb kuOepOyimuHra. TBou JeHCTBUS: BBICTYNUTH MPOTUB
npeciieoBaTeNsl, MOKa3aTh €My, YTO €ro JCMCTBUS OLICHHBAIOTCA HETaTUBHO,
NOJAJIEPKaTh KEPTBY, KOTOPOM HYKHA IICUXOJOTMYECKas MOMOLIb, COOOLIUTH
B3pOCJIBIM O (paKTe arpeCCUBHOTO MOBEACHUS B CETH.

Moo6unbHbIN TenehoH

CoBpemenHble cMapTHOHBI U TUIAHIIETHI COAEpKaT B ceOe BIIOJHE B3POCIbIH
GyHKIIMOHAN, W TENepb OHU MOTYT KOHKYPHUPOBAaTb CO CTAallMOHAPHBIMU
KoMIlboTepamMu. OIHAKO, CPEACTB 3AIIUTHI 1JIs1 TOJJOOHBIX YCTPONUCTB TTOKA OYEHB
Masio. TecTupOBaHUE U MTOUCK YSA3BUMOCTEN B HUX IPOUCXOAUT HE TaK HHTEHCUBHO,
kak s [1K, To ke camoe kacaeTcsi 1 MOOMJIBHBIX TPUIIOKEHUH.

CoBpeMeHHbIE MOOWIbHBIE Opay3epbl YK€ NPAKTUYECKH JOTHAIU HACTOJbHBIC
aHaJIOTH, OJIHAKO pacHiupeHue (yHKIHMOHAJIa BIIEYET 3a €000 OOJBIIYIO
CJIO’KHOCTh U MEHBIIYIO 3aIIUIIECHHOCTD.

Jlaneko He Bce NPOU3BOAUTENM BBITYCKAIOT OOHOBIICHHUS, 3aKphIBAIOIINE
KPUTHYECKHUE YA3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JIjIs1 O€30MTaCHOCTH MOOUIILHOTO TelieoHa:

1. Huuero He siBIsieTCs O-HACTOsAIIEMY OecTuiaTHRIM. By1b OCTOpOkKeH, Beb KOT1a
TeOe mpemyiaraloT OeCIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO
MJIATHBIC YCIIYTH;

2. lymai, npexzae yem otnpaBuTh SMS, ¢poto miau Bugeo. Tel TOUHO 3HACIID, €
OHHU OYJyT B KOHEYHOM UTOre?

3. Heo0xoaumo 0OHOBIIATH ONEPALMOHHYIO CUCTEMY TBOETO cMapT(hOoHa;
4. Vcnionb3yit aHTUBUPYCHBIE IPOrPaMMBI JIsI MOOMIIBHBIX TeJIe(hOHOB,

5. He 3arpyxall npuiIOXeHHS OT HEU3BECTHOIO MCTOYHHUKA, BEIb OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MTPOTpaMMHOE 00ECTIICUCHHE,;

6. [Tocie Toro Kak ThI BRIMICIIH C CaiTa, T/Ie BBOIWI JIMYHYIO HH(POPMAIIHIO, 3aiIu
B HACTPOWKM Opay3epa u yaainu cookies;

7. llepuoguuecku HpoBEpsd KAaKUE IUIATHBIE YCIYI'M aKTUBUPOBAHBI HAa TBOEM
HOMEDE;

8. [laBait cBoif HOMEp MOOMIBLHOTO TeJle(OHA TOJBKO JIFOJISIM, KOTOPBIX Thl 3HACIIIH
U KOMY JIOBEpsielIb;



9. Bluetooth nomxeH ObITH BBIKIIOUEH, KOT/Ia Thl UM HE MoJib3yelibesi. He 3a0biBait
MHOT'JIa TIPOBEPSITH ITO.

Online urpsi

CoBpeMEHHbIE OHJIAH-UIPBI - ITO KPAaCOYHBIE, 3aXBaThIBAIOLIUE DPA3BJICUCHUS,
00BbETUHSIOINE COTHH THICSY YEJIOBEK M0 BceMy MHpY. ITpOKU UcCenyoT TaHHbIN
UM MUD, OOIIAIOTCS APYT C APYTOM, BBITIOJHSIOT 33aHHUs, CPAXKAIOTCS C MOHCTPaMHU
U T0JIy4aloT OIBIT. 3@ yIOBOJIbCTBUE OHU IUIATAT: MOKYHAIOT TUCK, OIUIAYUBAIOT
aOOHEMEHT WU MPUOOPETAIOT KaKKe-TO OMIIHH.

Bce aTu cpenctBa MayT Ha MOAJEPXKAHUE M PA3BUTUE WUIPHI, a TAKXKE HA cCaMy
0€30MacCHOCTh: COBEPIICHCTBYIOTCS CHUCTEMbl aBTOPHU3AIMU, BBIIYCKAIOTCS HOBBIE
natyu (udpoBbIe 3arIaTKy JJIs1 TPOTPaMM ), 3aKPBIBAIOTCS YS3BUMOCTH CEPBEPOB.

B mogoOHbIX Urpax CTOUT omacaThCsi HE CTOJIBKO CBOUX COINEPHUKOB, CKOJIBKO
Kpa)k TBOETO IMapoJisi, HA KOTOPOM OCHOBaHAa CUCTEMa aBTOPHU3AIUU OOJIBIIIMHCTBA
urp.

OcHOBHBIE COBETHI 10 0€30IaCHOCTH TBOETO HUI'POBOI'0 aKKAayHTaA:

1. Ecau npyroif urpok BefeT ceOs IUIOXO0 WM Co37aeT TeOe HENPHUSATHOCTH,
3a0JJOKUPYH €ro B CIIMCKE UTPOKOB;

2. HO)KaHYﬁCH AIMHUHHUCTpATOpaM HIPbI HaA IINIOXOC IIOBCIACHHUC 3TOI'0 HIPOKA,
KCJIATCIIbHO ITPHUIIOKUTDb KaKHUC-TO JOKA3aTCIbCTBA B BUIC CKPHUHOB,

3. He yxa3biBaiil muuHyo uHboOpMaIuio B mpodaiisie urpsr;
4. YBaxail Ipyrux y4aCTHUKOB IO UIPE;

5. He ycranaBnuBaii HeopuuanbHble aTYM U MOJIbI;

6. Mcnosib3yil CIOKHBIE U Pa3HBIE MTAPOJIH;

7. Jlasxe BO BpeMsi UTPbI HE CTOUT OTKJIIOYaTh aHTUBHpYC. [Ioka TeI nurpaenis, TBOU
KOMIIBIOTEP MOTYT 3apPa3HTh.

OUIIMHT UIN Kpaxa JIMYHbIX JaHHBIX

OObIYHOM Kpakeil JieHer M JOKYMEHTOB CETOJIHSl YK€ HMKOTO HE YAMBHIIb, HO C
Pa3BUTHUEM UHTEPHET-TEXHOJIOTHUN 3JI0YMBIIIJIEHHUKN IEPEMECTUIINCH B UHTEPHET,
U TIPOJIOJDKAIOT 3aHUMATHCS «JTFOOMMBIM)) JIETIOM.

Tak mosiBUIach HOBasl yrpo3a: MHTEPHET-MONICHHHYECTBA MM (DUIIHHT, TJIABHAS
1€ KOTOPOTO COCTOUT B TIOJTyYE€HUH KOH(UICHIIUATBHBIX JAHHBIX MMOJIh30BaTEICH
— JIOTUHOB U mapoJiedd. Ha anrimiickom si3bike phishing unraercs kak ¢umuHr (0T
fishing — peiOnas o, password — maposb).

OcHOBHBIE COBETHI IO 0OpHOE € (PUITUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Ecnu Thl mojo3peBaelb, 4TO TBOsI aHKeTa Oblia
B3JIOMaHa, TO HEOOXOJUMO 3a0JIOKUPOBATh €€ M COOOIIUTHh aIMHUHHUCTpPATOpPaM
pecypca 00 3TOM Kak MOYKHO CKOpee;



2. Hcnonw3yil OezonmacHble BeO-CaliThl, B TOM YHCJIE, WHTEPHET-Mara3uHOB U
TIOMCKOBBIX CHUCTEM;

3. Vcnonb3y#t crokHbie U pa3Hble apoiau. Takum oOpa3oM, eciau Te0si B3JIOMAIOT,
TO 3JI0YMBIILJIEHHUKH MOTy4YaT JOCTYI TOJBKO K OJJHOMY TBOEMY IPO(DUIIIO B CETH,
a He KO BCEM;

4. Ecnu T1e0s B3710Mald, TO HEOOXOAUMO MPEeAynpeAuTh BCEX CBOUX 3HAKOMBIX,
KOTOpbIE 100aBJIEHBI y T€0s B APY3bsiX, O TOM, UTO T€Os B3JIOMAJIU U, BO3MOXKHO, OT
TBOETO UMEHH OyJIeT PacChUIAThCA CIIaM U CCHUIKU Ha (DUIITMHTOBBIC CANTHI;

5. YcranoBu HaaexHbIi napois (PIN) Ha MOOHITBHBIN TelaedoH;
6. OTKIII0YM cOXpaHEeHHe Mapos B Opaysepe;

7. He oTkpbIBail haidibl ¥ IpyTrre BIOKEHHS B TUChMaX JIaXKe €CIIM OHU MPUIILUIA OT
TBOUX JIpy3el. Jlydllle yToOuHU y HUX, OTIIPABIISLIIN JIM OHU TeOe 3TU (Hailsibl.

[Mupposas penyrauus

[Mudposas pernyTarusi - 5T0 HEraTUBHAS WX MO3UTHBHAS WUH(OpMAIKi B CETU O
tebe. Kommpomerupyromiass uHpopManus pa3MelleHHas B HHTEPHETE MOXKET
CEpbEe3HBIM 00pa3oM OTpa3UThCsl Ha TBOEW peanbHOM Ku3HH. «Lludponas
pernyTarus» - 3T0 TBOM UMUK, KOTOPBIA hopMHUpyeTcss U3 uHPopMaluu o Tede B
UHTEPHETE.

TBOe MeCTO XKHUTENbCTBA, y4eObl, TBO€ (PMHAHCOBOE IOJOKEHUE, OCOOCHHOCTHU
XapakTepa U pacckasbl 0 OJU3KUX - BCE 3TO HAKAIUIUBAETCS B CETH.

MHorue mOAPOCTKM JIETKOMBICIIEHHO OTHOCATCA K NyOJIMKalMM JTUYHON
uH(popmanuu B MHTEepHETE, HE MOHKMMAsT BO3MOXKHBIX MociencTBuil. Tol naxe He
CMOXeEINTb J0TagaThcsi 0 ToM, 4yTo doTorpadusi, pa3MeileHHas S5 JeT Ha3zajl, cTaja
NPUYMHON OTKAa3a MPUHATH T€OS Ha paldoTy.

KoMmMmeHTapuu, pasmelieHue TBouX (oTorpaduil U Apyrue ACUCTBUS MOTYT HE
MCUYE3HYTh Ja)e MOCIIE TOT0, KaK Thl X YAAIUIIb. Thl HE 3HACIIb, KTO COXPAaHUII 3Ty
uHpOpMallMIO, MONaNa JIM OHA B MOMCKOBBIE CUCTEMbI U COXpaHWJIACh JIU OHA, a
IJIABHOE: YTO MOJyMArOT 0 Te0e OKpYXKarollee JIt0/I1, KOTOPbIe HAWIYT U YBUISAT 3TO.
Haiitn wHpOpManuio MHOTO JIET CIYCTS CMOXET JII0OOW - Kak u3 J00pBIX
noOy>KJIeHUH, TaK U C HAMEPEHUEM IPUUYUHUTH BPEJl. DTO MOXKET OBITH KTO YTOIHO.

OCHOBHBIE COBETHI TI0 3aIUTE MUPPOBOH PEIyTaIUU:

1. [Tomymaii, mpexie 4em 4yTo-To MyOJUKOBAThH U MepeaaBaTh y ceOs B 010re Ui B
COIIMAJIbHOM CETH;

2. B HacTpotikax npodusis yCTaHOBU OTPAaHUYCHUS Ha TPOCMOTP TBOETO MPOdUIIs U
€ro COAEPKUMOTr0, CIEJIal €ro TOJIBKO «IJIS IPY3En»;

3. He pasmemaii u He ykas3piBall MH(OpManuio, KOTOpas MOXET KOro-audo
OCKOPOJIATH UJIH OOMXKATh.

ABTOpPCKOE TTPaBo



CoBpeMeHHbIE MKOJFHUKH- aKTUBHBIE TOJB30BaTENN IU(POBOTO MPOCTPAHCTBRA.
OnHako JaJIeKO HE BCE 3HAIOT, YTO IIOJIb30BAaHME MHOTHMH BO3MOXKHOCTSIMH
mudpoBoro Mupa TpeOyeT CoOOMIOJeHUS TIpaB Ha  HMHTCINICKTYaIbHYIO
COOCTBEHHOCTb.

TepMuH «MHTEIEKTya IbHast COOCTBEHHOCTb)» OTHOCUTCS K Pa3IMYHBIM TBOPEHUSIM
YeJIOBEUECKOr0 yMa, HauMHas C HOBBIX M300pEeTeHUN U 3HAKOB, 0003HAUYAIOIIUX
COOCTBEHHOCTb Ha MPOAYKTHI U YCIYTH, U 3aKaHUYMBas KHUTaMH, GoTorpadusimu,
KHHO(DHIIEMaMH ¥ MY3bIKQIBHBIMU TTPOU3BEICHUSMU.

ABTOpcKHE TMpaBa - 3TO NpaBa Ha MHTEIUIEKTYalbHYI0 COOCTBEHHOCTh Ha
IIPOU3BEICHUS HAYKH, JIUTEPATYpPbl U UCKYCCTBA. ABTOPCKME IPaBa BHICTYIAIOT B
KayecTBE TapaHTUU TOTO, YTO WHTEJUIEKTYaJbHBIN/TBOPUECKUM TPy aBTOpa HE
OyZeT HampacHbIM, JAacT €My CIpaBeAJIUBbIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3ynbTaTax CBOEro TPyHAad, MOJYYHTh W3BECTHOCTh W Npu3HaHue. Hukro 06e3
paspemieHuss aBTOpa HE  MOXET  BOCHPOHU3BOAMTH €r0  IPOU3BEACHHE,
pacnpocCTpaHsATh, MyOJIWYHO JEMOHCTPUPOBaTh, IPOJaBaTh, HMIIOPTHPOBATH,
nycKaTh B MPOKAaT, MyOJIMYHO MCIOJNHATH, NOKA3bIBATh/UCHIOIHATh B IPUPE WUIH
pa3mears B MIHTEpHETE.

Hcnonb30BaHre «IHAPATCKOT0» MPOrPaMMHOIO OOECIICUCHHS MOKET IMPUBECTH K
MHOTHUM pHCKaM: OT IOTEpPH JAaHHBIX K TBOUM aKKayHTaM JI0 OJIOKUPOBKHU TBOETO
YCTPOMCTBA, TJE€ YCTAHOBJICHHBIM HE JerajibHas mnporpamma. He crouT Ttakxke
3a0bIBaTh, YTO CYIIECTBYET JIeTalbHbIE U OECIIIIaTHBIE TPOTPAMMBbI, KOTOPHIE MOKHO
HaWTH B CETH.

O noprane

CeteBuuoK.pd - TBOU IJIaBHBIM COBETYMK B CETU. 371€Ch Thl MOXEIIb y3HATh O
0€30MacHOCTU B CETH TMOHSTHBIM U JIOCTYIMHBIM SI3BIKOM, a MPU BO3HUKHOBEHHUU
KPUTHYECKON CHUTyallMu OOpaTUThCS 3a COBETOM. A TakKe MPUHATH y4acTHE B
KOHKYpCaXx M CTaTh CaMbIM ITU(GPOBBIM IPaskIaHUHOM



