NEAAFOrMYECKUM PABOTHUKAM O6 MHOOPMALIMOHHOW BE3OMACHOCTU

Koraa peub 3axoaut 06 MHPOpMaUMOHHOMK 6e30macHOCTN, OObIYHO Mbl HaYMHaEM
AyMaTb O KOMMbOTEpPAX, CETAX, MHTEPHETE U XakepaxX. Ho ans obpa3oBaTesibHON cpeabl
npobnemMa CTOUT WMpe: B OrpaxAeHuW ydauwerocs oT MHMOpMauuM, KOTopasi MOXET
HEraTMBHO MOB/UATL Ha ero ¢opMMpoBaHME M pas3BUTME, TO €CTb O nponaraHae
pa3fINYHOM HanpaB/IEHHOCTMW.

MoHaTne nHdpopMayMoHHOM 6e30NacHOCTHU

Mon, MHMOPMaLMOHHOM 6e30nacHOCTbIO NMoHMMaeTcs 3alNLLEHHOCTb
WHPOPMaLMOHHON CUCTEMbl OT CAly4YanWHOro unuM npeaHaMepeHHOro BMellaTenbCTBa,
HaHocsawero ywepb Bnagenbuam namv rnoab3oBaTensMm MHopmaumn.

Ha npakTMke BaXHEMWuMMM  SGBNAIOTCS TpU  acnekta  MHMOPMaLMOHHOWN
6e3onacHocTn:

e [OCTYNMHOCTb (BO3MOXHOCTb 3@ pa3yMHoe BpeMs Nonyuntb Tpebyemyto
WHQOPMaLMOHHYIO YCIYTY);

e LENOCTHOCTb (aKTyaslbHOCTb WM HENpPOTMBOPEYMBOCTb  MHpOpMauuu, ee
3alWNWEHHOCTb OT pa3pyLleHNs N HECAHKLUMOHNUPOBAHHOIO U3MEHEHNS);

e KOHMMAEHUMANBHOCTb (3alMTa OT HECAHKLUMOHMPOBAHHOIO MPOYTEHMS).

HapylweHus AOCTYMHOCTW, ULENOCTHOCTM W KOoHMMAEHUManbHOCTM KuHbOopMaumm
MOryT 6biTb BbI3BaHbl Pa3/IMYHbIMW OMACHLIMM BO3AENCTBUSAMW Ha WMHMOOPMALMOHHbIE
KOMMbIOTEPHbIE CUCTEMBI.

OCHOBHbIe Yyrpo3bl MHPOpMaLMOHHON 6€30NacHOCTH

CoBpeMeHHass MHMOpMALMOHHAasA CUcCTeMa MpeacTaBisieT cO60M CNOXHYI CUCTEMY,
cocToswyo M3 60/bWIOr0 4YMcna KOMMOHEHTOB pPas/IMYHOM CTENEeHM aBTOHOMHOCTM,
KOTOpble CBSi3aHbl Mexay coboil n obMeHmBaloTCS AaHHbIMU. [pakTUYeCKM KaXkabli
KOMMOHEHT MOXET MNOoABEpPrHyTbCS BHELWHEMY BO3AEUCTBUIO WM BbINTU M3 CTpOS.
KOMMNOHEHTblI aBTOMaTM3MPOBAHHOM MHMOPMALIMOHHOM CUCTEMblI MOXHO pa3buTb Ha
cheaywouwme rpynnbi:

AnnapartHble cpegcTBa. OTO KOMMbIOTEPbI U MX COCTaBHble 4YacTu (NpoLECCOopbI,
MOHUTOPbI, TepMUHaNbl, nNepudepuiHble YCTPOMUCTBA - TMPUHTEPbI, KOHTPO/EPHI,
kabenu, NMHWUKU CBSA3N N T.4.);

MNMporpammHoe ob6ecnedyeHne. OT0 nMpuobpeTeHHble MnporpaMmMbl, MUCXoA4HblE,
06bEeKTHbIe, 3arpy304YHble MOAY/IM; OMepauNOHHbIE CUCTEMbI U CUCTEMHbIE MPOrpaMMmsbl
(KoMNUNATOPbI, KOMMOHOBLUMKA U Ap.), YTUINTbI, AMarHOCTUYECKME NPOrpamMMbl 1 T.4.;

AdaHHble, XpaHMble BPEMEHHO W MNOCTOSIHHO, Ha Auckax, dnswkKax, rnedaTHble,
apXMBbl, CUCTEMHbIE XYpPHanbl U T.4.;

MNMepcoHan. MNMonb3oBaTenun, CUCTEMHbIE aAMUHUCTPATOPbI, NPOrpaMMUCTbI U Ap.

OnacHble BO3AENCTBUST HA KOMMNbIOTEPHYK WHEMOPMAUMOHHYIO CUCTEMY MOXHO
noapasnenutb Ha CrydyanHble U npeaHaMepeHHble. AHanu3 onbiTa MPOEKTUPOBAHUA,
M3roTOBMIEHUS W 3KCnayaTtauum  MHMOPMAUMOHHLIX CUCTEM  MOKa3blBaAeT, UTO
MHpopMaumss NoaBepraeTcs pasfIMYHbIM C/y4YalHbIM BO3AENCTBMSIM Ha BCeEX 3Tanax
LMK@ XU3HU cuCTeMbl. MpUUYMHaAMM CnydYyanHbIX BO3AENCTBMA NpU 3KCMTyataunm MOryT
6bITb:

e aBapuiHble  CUTyaLUWn n3-3a CTUXUNHBLIX  6eacTBui 7 OTKJTIOUEHUN
3N1eKTPONUTAHUSA;

e OTKa3bl 1 cbom annapartypsbl;

e owunbkun B NporpamMMHoOM obecnevyeHunu;

e oOWKNbKKM B paboTe nepcoHana;

e OMEXU B JIMHUSAX CBSA3N U3-3a BO3AENCTBMUI BHELLHEN Cpeabl.

MpenHaMepeHHble BO3AENCTBUS — 3TO Lie/IeHanpaBneHHble AeACTBUS HapywuTens. B
KayecTBe HapyLluUTens MOryT BbICTynaTb C/yXalluin, NOCETUTENb, KOHKYPEHT, HAEMHUK.
[eicTBms HapylwmnTens MoryT 6biTb 06yCcnoBNEHbl pa3HbIMXU MOTUBAMMU:

e HEOOBOJIbCTBOM CNYy>KaLLLEro CBOEN Kapbepon;



e B3SATKOW;

e N060MNbITCTBOM;

e KOHKYpeHTHON 60pbboii;

e CTpPEM/NIEHMEM CaMOyTBEPAUTLCS NO60MN LEHOMN.

MO>XHO COCTaBUTb M’MMNOTETUYECKYO MOAENb NOTEHUMANIbLHOINO HapyLLIUTens:

e KBanMduKauna HapyLWNTeENs Ha yYpoBHe pa3paboTymnka AaHHOW CUCTEMbI;

e HapywwuTeneMm MoxeT OblTb Kak MOCTOPOHHEE /MU0, TaK W  3aKOHHbIN
nosb3oBaTeNlb CUCTEMbI;

e HApyLUUTENO M3BECTHa MHdOpMaLMa 0 NpMHUMNAax paboTbl CUCTEMBI;

e HapywwuTenb BbibMpaeT Hanbonee cnaboe 3BEHO B 3alUUTE.

Hanbonee pacnpocTpaHeHHbIM U  MHOroobpasHbiM  BUAOM  KOMMbHOTEPHbIX
HapYLWEeHN SBNASETCS HECAHKLUMOHUPOBAHHbIN AOCTYN. HecaHKUMOHUPOBAHHbLIN AOCTYM
ncnosb3yet noby owubKy B CUCTEME 3alMTbl M BO3MOXEH MNPU HEpaUNOHa/IbHOM
Bbi6Ope CpeACcTB 3aluThbl, UX HEKOPPEKTHOW YCTAaHOBKE N HACTPOWKE.

MpoBeaeM kKnaccmdmkaunio KaHanoB HECAHKLMOHNUPOBAHHOMO AOCTYMNa, MO KOTOPbIM
MOXXHO OCYLLECTBUTb XULLEHNE, USMEHEHUE WUTN YHUUTOXEHMNE NHDOPMaLINK:
Yepes yenoBeka:

e XMLUEHME HOCUTENen nHdopmaunm;

e YyTeHWe MHdOopMaLMKN C IKpaHa UM KnaBuaTypbl;

e YyTeHue MHdopMauMn U3 pacnedyaTku.
Yepe3 nporpammy:

e MepexsaT naposien;

e Jewmndposka 3awmndpoBaHHoOM nHbopMauumn;

e KOMMpOBaHMe MHGOPMaLUKM C HOCUTENS.
Yepe3 annapartypy:

e roAKN4YeHne cneumanbHO pa3paboTaHHbIX annapaTtHbIX CpeacTs,
obecneumBatowmx 4oCTyn K nHpopMaumu;

e repexBaT MNO6OYHbIX 31EKTPOMAarHUTHbIX W3y4YeHU OT annapaTypbl, JWUHWUNA
CBSI3U, CETelr aNeKTponuTaHna u T.4.

Ocobo cnepyer OCTaHOBUTBCA Ha Yyrposax, KOTOpbIM MOryT noABepraTbCs
KOMNblOTepHble ceThn. OCHoBHasi 0CO6eHHOCTb 060N KOMMbIOTEPHON CETU COCTOUT B
TOM, YTO ee KOMMOHEHTbl pacrpeieneHbl B NpocTtpaHcTBe. CBA3b MexAay y3fnamMu ceTtu
OCYLLEeCTBNAETCA (U3MYECKM C MOMOLLbK CeTeBbIX JIMHUA U MPOrpaMMHO C MOMOLLbIO
MexaHu3Ma coobweHun. [pu  3ToM  ynpasnsawowme coobleHns W AaHHble,
nepecblaemMble Mexay ysnamm ceTu, nepefarTca B Buae nNaketoB obmeHa.
KoMNblOTEPHbIE CETU XapaKTepHbl TEM, 4YTO MPOTUB HUX MNpeanpuHUMAlOT Tak
Ha3blBaeMble YyJaneHHble aTaku. HapywuTenb MOXET HaxoAUTbCA 3a TbICAYM
KWOMETPOB OT aTtakyemMoro obbekTta, Mpu 3TOM HanageHWIo MOXET noABepraTbCs He
TONIbKO KOHKPETHbIA KOMMNbKOTEP, HO M WHbOpMauusa, nepeparwowascs no CeTeBblM
KaHanaM CBS3M.

O6ecneyeHne nHpopMaLMOHHON 6e30nNacHOCTH

dopMmpoBaHme  pexuma nHdopMaumoHHon  6e3onacHoOCTU - npobnema
KOMMJieKCHasi. Mepbl Mo ee peLeHnio MOXHO NoapasaenuTb Ha NSaTb YPOBHENR:
1. 3akoHopgaTesibHbIA. OTO 3aKOHbl, HOpPMaTUBHble aKTbl, CTaHAapTbl W T.M.
HopmaTueBHo-npaBoBas 6a3a onpeaenstowas NopsaoK 3aWwnTbl MHDOpMaUmn:
2. MopanbHO-3TNYECKHNiI. BCeBO3MOXHbIE HOPMbl MOBeAeHusl, HecobnioaeHue
KOTOPbIX BeAET K NajeHuio NpecTmKa KOHKPETHOro YenoBeKa Uan Lesion opraHmsaunu.
3. AAMMHUCTpPatuBHBbIA. [eiicTBua  obwero xapakTtepa, npeanpuHMMaeMble
PYKOBOACTBOM OpraHu3aunun. TakuMm AOKYMEHTaMn MOryT 6biTh:
e MpUKas pykKoBoAMTENS O Ha3HA4YeHWM OTBETCTBEHHOro 3a obecneyeHune
MHpOpMaLMOHHOM 6€30MNaCcHOCTH;
e [JIOJ/IXHOCTHble 0643aHHOCTN OTBETCTBEHHOrO 3a obecneyeHne MHPOPMaLMOHHOM
6e3onacHocTu;
e repeyeHb 3awmiaeMblX MHPOPMALMOHHBLIX pecypcoB U 6a3 AaHHbIX;



e WHCTPYKUMIO, ONpeaensiowyo  nopsaok  npegocrasneHusa  uMHdbopMauunm
CTOPOHHMM oOpraHusaumMsaM No MX 3anpocaM, a TakXe no npaBaM [AOCTyna K Hen
COTPYAHMKOB OpraHusauuu.

4. dusmnyeckmnii. MexaHnueckue, 3N1eKTpo- 7] 3N1EeKTPOHHO-MexaHnyeckue
NpensaTCTBUS HAa BO3MOXHbIX MYTAX NPOHUKHOBEHUSA NOTEHUMAbHbIX HapYyLUUTENEN.

5. AnnapatHo-nporpaMMHBbINA (3N1EKTPOHHbIE  YCTPOWACTBA W creumasibHble
nporpaMMmsbl 3alunTbl MHOpPMaLMK).

MpuHATLIE MepPbI NO co3aaHuto 6e3onacHom MHPOPMALMOHHON CUCTEMBI B LUKONE:

e Ob6ecneyeHa 3awmMTa KOMMNbKOTEPOB OT BHEWHWUX HECAHKLUWOHUPOBAHHbIX
BO34ENCTBMIN (KOMMNbIOTEPHbIE BUPYChI, Nornvyeckne 60mMbbl, atakn Xxakepos U T. 4.)

e YCTaHOBJIEH CTPOrMN KOHTPOJb 3@ 3/IEKTPOHHOM NOYTON, obecnevyeH NOCTOSAHHbIN
KOHTPO/Ib 3a BXOASLLEN N UCXOASALLEN KOPPECNOHAEHLMEN.

e YCTaHOBJIE€Hbl COOTBETCTBYIOLLME MApoanN Ha nepcoHanbHble MK,

e Mcnonb3oBaHbl  KOHTEHT-OUNLTPHLI, ons  dwunbTpaumMm  cantoB  No  UX
COOEepPXKNMOMY.

EanMHas COBOKYMHOCTb BCEX 3TUX Mep, HanpaB/eHHbIX Ha NPOTUBOAENCTBME yrpo3am
6e30MacHOCTM C Uenblo CBeaeHUs K MWUHUMYMY BO3MOXHOCTM yulepba, obpasytoT
CUCTEMY 3aLUMThI.

CneunanucTtbl, MMelLWMe OTHOLWEHME K CucTeMe 3awmuTbl AO/DKHbI MOMHOCTbIO
npeacTaensaTb cebe npuHUMNbl ee (PYHKUMOHMPOBAHMS M B C/ydYae BO3HWUKHOBEHMUS
3aTpyAHUTENbHbIX CUTYyauWid afeKBaTHO Ha HWX pearnpoBaTb. [lod 3awWMTOM AOSIKHA
HaxoauTbCs BCSA cucteMma o06paboTkm nHbopmaumu.

Jlnua, 3aHMMawwuecs obecnevyeHnem HHGOpPMaALMOHHOM 6e30MacHOCTU, AOSXKHbI
HECTWU NINYHYIO OTBETCTBEHHOCTb.

HagexHasa cucTteMa 3awuTbl A[O0/MKHA ObiTb  MOSHOCTbIO MPOTECTUMPOBaHa WU
cornacosaHa. 3aluTta ctaHoBUTca 6onee adhdeKTUBHOM U rTMOKON, ecnn oHa AONYyCKaeT
M3MEHEHME CBOMX NMapaMeTpoB CO CTOPOHbI aAMUHMUCTpATopa.

PekoMeHaauum no opraH1Msaumm pa6ortbl B MHpOPMaLMOHHOM NMPOCTPaHCTBE

1. NMepepn HavyanoM paboTbl HEO6XOAMMO YETKO CPOpPMYNMpoBaTb Leb 1 BONPOC NOUCKa
MHdopMaLmu.

2. XenatenbHO BblpaboTaTb ONTMMasnbHbIA aNrOpPUTM MOWUCKa MWHGOPMaUUM B CeETU
NHTepHeT, YTo 3HAaYUTENbHO COKPATUT BPEMS U CUSbl, 3aTPaAYe€HHbIE HA NMOUCK.

3. 3apaHee yCTaHOBWUTb BpPEMeHHbI AnMUT (2-3 4yaca) paboTbl B MHGMOPMALMOHHOM
NpoCTpaHCTBE (NPOCMOTP Tenenepenayun, YteHme, MHTepHeT).

4. Bo BpeMmsa paboTbl HeobxoaMmoO paenatb nepepbiB HAa 5-10 MWUHYT ANa CHATUS
bU3MYECKOro HaMpsIXKeHUS N 3pUTENIbHOM HarpysKu.

5. Heobxoammo 3HaTb 3-4 ynpaxXHeHUs AN CHATUS 3PUTENbHOro Hanps)kXeHus u
pun3nyeckon yctanocTu.

6. PaboTtaTb B XOpOLIO MPOBETPEHHOM MOMELLEHMN, MPU ONTUMASIbHOM OCBELUEHUU U B
yao6bHol nose.

7. He ctouT nerkombicneHHO obpawaTtbca CcoO CcnaMm-nucbMaMuM U 3axoAUTb Ha
Hebe3onacHble Beb6-canTbl. [N WHTEPHET-NPEeCcTYNHUKOB Bbl CTAHOBUTECb JIErKOM
nobbluen.

8. lMpun pernctpaunmm B couMnanbHbIX CETAX, He YKa3bIBal>’1Te CBOU NepCOoHal/lbHblE
AaHHble, HanpuMmep: aapec Win AeHb poOXXAEHUA.

9. He ucnonb3yinTe B NOrMHE U Napose NepcoHanbHble AaHHbIE.



10. Bce 3TO nNO3BOMSAET WHTEPHET-NPECTYNHUKAM MMOJIly4YnTb [AdaHHble A0CTyrna K
aKKayHTaM 3/IEKTPOHHOM MoYThl, a TakXe MHbULUMpoBaTh AoMallHue MK ans BKAOYEHUS
nx B 60T-CeTb UM ANA NOXULLLEHUSA BAHKOBCKUX AaHHbIX poanTenen.

11. Co3panite cCcob6CTBEHHbIN Npodunb Ha KoMMblTepe, 4Tobbl ob6esonacuTb
MHpOPMaLMIO, XPAHSLLYIOCS Ha HEM.

12. He 3abbiBaiiTte, 4TO (paKkTbl, O KOTOpPbIX Bbl y3HaeTe B MHTEpPHETE, HYXHO OYEHb
XOpOoLWO MnpoBepuUTb, ecnn BblbyaeTe MCNONb30BaTb MX B CBOEW AoMalwHen paborTe.
Llenecoobpa3sHo CpaBHUTb TPpU WMCTOYHMKA MHGOPMaUWK, Npexae YeM pelnTb, KakuM
MCTOYHMKAM MOXHO A0BEpPAThb.

13. O pocTtoBEpPHOCTU MHGOPMALMM, NOMELLEHHON Ha CalTe MOXHO CyAuUTb MO CaMOMy
CanTy, y3HaB 06 aBTOpax canTa.

14. Pasmewas uHdopmaumio o0 cebe, cBoMX O6AM3KMX M 3HAKOMbIX Ha CTpaHuuax
COUuManbHbIX CETEN, CNpPOCUTE NpeABapUTENIbHO pa3pelleHue y TeX, 0 KoM byaeT 3Ta
nHpopMaums.

15. He cneayer pa3sMewarte Ha CTpaHuuax Beb-canTtoB cBou doTtorpadmm un
doTorpadum cBonx 6IM3KNX N 3HAKOMbIX, 3@ KOTOPblE BaM MOTOM MOXET 6bITb CTbIAHO.

16. Cobniogante npaBuia 3TUKK nNpu obuweHun B NHTepHeTe: rpybocTb nposounpyeTt
APYruX Ha Takoe e nopegeHue.

17. Wcnonb3ys B cBoel pabore maTepuan, B3sATbIM M3 MHDOPMALMOHHOINO MCTOYHMKA
(kHura, nepuogmyeckas nedyatb, WHTepHeT), cneayer ykasaTb 3TOT MWCTOYHUK
MHdoOpMauMn nnun caenatb Ha HEro CChbisIKy, ecnm Matepuan 6bl1 BaMmm nepepaboTaH.



